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• Only one TA (it’s me).

• Four assignments including theoretical and 

practical tasks.

• Grading scheme: Pass (A-E) || Fail (F).

• MyMoodle as e-learning platform.

• Slack as a main channel of communication.

• Plagiarism is forbidden! Reports will be checked!
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• A report in PDF - use the “Report Template” as basis.

• Follow our naming convention, “Firstname_Lastname_Assign#”

E.g., “Harald_Gormsson_Assign1.pdf”.

• Well structured report, easy to follow, good language.

• Referencing is a must.

• Meet the deadlines.

• Refer to “Introduction to Practical Work”, section “IV. Assignment 

Rules”.
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• Tutoring sessions: (check TimeEdit to be sure)

Tuesday 15:15 – 16:00, 16:15 – 17:00

Thursday 13:15-14:00, 14:15-15:00

• There will be on campus tutoring sessions.

• Help with the tasks is given at tutoring sessions.

• Grades with feedback comments.
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Certificates, Authentication, 
Confidentiality and SSL/TLS

Paolo Molinaro
pm222py@student.lnu.se



• A GNU/Linux system, e.g., Ubuntu (recommended).

• How to use? Hypervisor (VirtualBox, VMware), Live

CD, local installation (Use WSL if possible).

• OpenSSL: Command-line tool.

• s_client: SSL/TLS client program (part of OpenSSL).

• Wireshark: Network protocol analyzer.

• Firefox web browser.

• Chromium web browser.

• 10-pages limit!
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• Work with terminal => Bash

• Use embedded help functionality

man <command>

<command> --help

<command> -h

• Search the web.

• Extra material, online tutorials, etc …

• ’tldr’ tool is excellent for quick references
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• Wireshark for network traffic traces

• Very capable tool => Learn how it works!

• Trace collection workflow:

• Capable of decrypting SSL/TLS traffic

• Capable of decoding compressed content

Wireshark Masterclass by Chris Greer

https://youtube.com/playlist?list=PLW8bTPfXNGdC5Co0VnBK1yVzAwSSphzpJ


● OpenSSL

● s_client

● Wireshark

● Wireshark Masterclass by Chris Greer

● VirtualBox, VMWare, UTM (Mac)

● Firefox, Chromium

● WSL
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https://www.openssl.org/
https://www.openssl.org/docs/man1.0.2/man1/openssl-s_client.html
https://www.wireshark.org/
https://youtube.com/playlist?list=PLW8bTPfXNGdC5Co0VnBK1yVzAwSSphzpJ
https://www.virtualbox.org/
https://www.vmware.com/
https://mac.getutm.app/
https://www.mozilla.org/en-US/firefox/
https://www.chromium.org/getting-involved/download-chromium/
https://learn.microsoft.com/en-us/windows/wsl/install
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