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Emerging Technologies
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The Internet Of Things
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Internet Of Things
tAwkward term used for embedded systems on 

the Internet
tGenerally not operated by humans
tCan access one another or cloud services

tExamples
tScientific sensor systems
tHome automation systems
tSmart grid
tRetail systems
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Home automation example
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Source: http://www.dailywireless.org/2013/03/27/zigbee-ip-open-standard-for-ipv6/



Smart City example
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Source: https://www.lanner-america.com/blog/5g-networks-impact-internet-things/



Technology Characteristics
tLow power

tEnergy harvesting (e.g., door latch)
tMulti-year battery life

tWireless communication
tNecessary in many situations (to much wiring 

otherwise)
tEnables mobility
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Technology Characteristics
tLow latency

tTo be able to interact between vehicles moving at 
high speed

tLong range communication
tCity wide

tMoving devices
tRequires fast roaming
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Different wireless standards for IoT
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Source: https://behrtech.com/blog/6-leading-types-of-iot-wireless-tech-and-their-best-use-cases/



Different wireless standards for IoT
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Source: https://behrtech.com/blog/6-leading-types-of-iot-wireless-tech-and-their-best-use-cases/



Wireless Mesh Network
tUseful when individual nodes have very low 

power (limited range)
tAllows a set of nodes to communicate even if 

some nodes cannot communicate directly
tEach node agrees to forward packets on 

behalf of neighbors
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Example Wireless Mesh Technology

tZigBee IP
tCreated by ZigBee Alliance
tUses IEEE 802.15.4 wireless radios
tIntended for smart grid

tZigBee protocol stack
tGoal is to run IPv6, TCP, and HTTP
tIncludes many other protocols
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IEEE 802 work group structure
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802.15.4 Wireless Characteristics

tGoal is low power, and result is
tExtremely low data rate
tExtremely small MTU
tLimited distance
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ZigBee IP Mesh Routing
tOne or more border routers

tConnect to global Internet
tAre more powerful than other nodes

tSet of ZigBee IP routers (ZIP routers)
tAttach to appliances
tForm a mesh
tForward traffic to border router
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ZigBee Mesh network
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ZigBee  to Internet
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Major Items In The ZigBee 
Protocol Stack

t Resulting stack is large
t Design is more general-purpose than necessary
t Technology may be a triumph of politics and economics
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LoRa and LoRaWAN
tAnother set of wireless standard used in IoT 

scenarios where long range is important
tLoRa is the physical layer, using license-free 

sub-gigahertz radio frequency bands (868 MHz in 
Europe) to achieve data rates between 0.3 kbit/s 
and 27 kbit/s up to 10 km

tLoRaWAN acts mainly as a network layer 
protocol for managing communication between 
LPWAN gateways and end-node devices
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Mentimeter time!
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Other trends in networking
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A Few Key Technologies
tContent Caching
tPeer-To-Peer Communication
tUniversal Representation (XML)
tWireless networks that support mobility
tHigher-speed access technologies (>1 Gbps)
tCloud computing and cloud data centres
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Web Load Balancers

t Load balancer distributes HTTP requests across servers
t Path from servers back to client may be higher speed
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Overlay Networking

a. Physical connection of computers to the Internet
b. Logical network imposed by overlay routing
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Other Trends
tSwitch to digital telephony and digital video
tIncreased use of social networking and social 

media
tDistributed data centers and migration
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Kahoot time!
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