
Chapter 30-31

Network Management and
Software Defined Networks
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Terminology
tNetwork manager or network administrator is a person 

responsible for network
tPlanning
tInstallation
tOperation
tMonitoring

tNetwork refers to intranet
tOwned and operated by a single organization
tContains many managed items such as routers, switches, 

servers, printers and hosts
tMay span multiple sites
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An interesting problem
tMany protocol mechanisms have been 

created to overcome network problems 
automatically
tForward error correction
tRetransmission
tRouting protocols

tConsequence: protocols may hide problems 
from a manager!
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The industry standard model
tDerived from ITU recommendation M.3400
tKnown by abbreviation, FCAPS
tAcronym refers to five aspects of management
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Fault Isolation and 
Root-Cause Analysis

tUsers report high-level symptoms
tExample: I lost access to a shared file system

tManager must relate symptoms to underlying 
cause
tCable cut
tPower supply has failed or disk has crashed
tSoftware configuration changed (e.g., file system 

renamed or moved)
tSecurity changed (e.g., password expired)
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Network Element
tGeneric term for a managed entity

tPhysical device, or
tService (e.g., DNS)

tExamples
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Element Management System
t Management tool that can manage one element at a time
t Typically, supplied by vendor of the network element
t Limitation of element management systems, examples:

tWhen configuring MPLS tunnel across multiple routers, 
element management system only allows manager to configure 
one router at a time

t If routers sold by multiple vendors, each vendor may have its 
own element management system

t Unfortunately, many networks only have element 
management
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Types of 
Network Management Tools

tPhysical Layer 
Testing

tReachability And 
Connectivity 

tPacket Analysis
tNetwork Discovery
tDevice Interrogation
tEvent Monitoring
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tPerformance 
Monitoring

tFlow Analysis
tRouting And Traffic 

Engineering
tConfiguration
tSecurity Enforcement
tNetwork Planning



How should Management 
Systems operate?

tSome possibilities
tUse a parallel physical network
tUse a parallel logical network
tUse a special link-layer protocol
tUse the same links, equipment, and protocols as 

data
tSurprise: modern network management often 

follows the last approach
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Simple Network Management 
Protocol ( SNMP )

tInternet standard
tAllows software in a manager’s computer 

(manager) to interact with software that runs in 
an element (agent)

tSpecifies format and meaning of messages 
exchanged

tRuns as an application protocol over TCP or UDP
tUses fetch-store paradigm
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SNMP fetch-store paradigm
tSet of conceptual variables defined
tEach variable given a name
tSet of variables known as Management Information 

Base (MIB)
tSNMP offers two basic operations

tGET to read the value of a variable
tPUT to store a value into a variable

tAll management functions are defined as side-effects 
of GET or PUT to a MIB variable

tExample: reboot defined as side-effect of PUT
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SNMP encoding
t SNMP uses a standard known as Abstract Syntax Notation.1 

(ASN.1)
t Variable-length encoding
t Example: integer encoded as length and value
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MIB variable names
tAre hierarchical
tBegin with standard prefix
tIdentify a specific protocol and variable
tExample: counter for IP packets received has 

name
iso.org.dod.internet.mgmt.mib.ip.ipInReceives

tName is encoded as integers:
1.3.6.1.2.1.4.3
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Arrays in a MIB
tASN.1 does not define an array type
tMany MIB variables correspond to conceptual 

array
tRouting table
tARP cache
tSet of network interfaces

tTrick
tThe “index” is appended onto variable name
tManager software uses GET-NEXT operation to move 

through array

14



Example of indexing
tIP routing table assigned variable name

standard-prefix.ip.ipRoutingTable

tEach field has a name
tIssuing GET_NEXT operation gets first 

routing table entry
tFor example, name of destination address 

field variable is
standard-prefix.ip.ipRoutingTable.ipRouteEntry.field.IPdestaddr
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A plethora of MIBs
tInitially

tOne MIB
tDefined variables for IP, TCP, UDP, ICMP

tNow
tMany MIBs
tVariables for routers, switches, modems, printers, 

hosts, and other network elements
tEach vendor define a MIB for its devices

16



Summary
tNetwork management is complex and difficult
tCurrent tools are fairly primitive
tLife goes on anyway
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Chapter 31

Software Defined Networking 
(SDN)
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What is Software Defined 
Networking?

tOne of the hottest topics in networking
tAccording to marketing, SDN is:

tA way to eliminate all human error in Network Management
tA technology that improves overall routing
tAn approach that eliminates 60% to 80% of operational 

costs
t In reality SDN is:

tA technology that gives programmers more control over 
network equipment

tAn approach with the potential to make some 
improvements in network configuration and management
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Motivation for SDN
tSwitch from element management to network 

management
tMove from proprietary to open standards
tAutomate and unify network-wide 

configuration
tChange from per-layer to cross-layer control
tAccommodate virtualization used in data 

centres
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Background and Definitions
t Terminology adopted from network equipment engineers
t Data plane

tRefers to packet processing mechanisms
tTypical functions include packet classification and packet 

forwarding
tOperates at wire speed

t Control plane
tRefers to management
tTypical functions include interacting with network manager and 

modifying forwarding tables
tOperates slowly and only when changes are needed

21



Conceptual Organization Of 
Network Devices

t Data plane may use ASIC hardware for speed
t Control plane includes a TCP/IP stack
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Control Plane Interface Modules

t Managers can choose among command line interface, web 
interface and SNMP
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The SDN approach: an external 
controller
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Architecture of a Software 
Defined Network
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In practice

t Each controller can operate multiple devices
t Controllers coordinate to provide consistent configuration
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SDN Communication
tTwo conceptually separate types

tController to network element
tController to controller (in this area there is no 

standard developed yet, each manufacturer 
provide different tools. 
There also exist some 
open source tools)

tProtocols used 
can differ
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OpenFlow
tSpecification for controller-to-element 

communication
tDevised at Stanford
tNow a de facto industry standard for SDN
tDefines

tSecure communication (over TLS)
tMessage format
tItems to be managed

tCompletely unlike SNMP
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OpenFlow Model
tUses flow table abstraction

tData plane is assumed to have a sequence of flow 
tables

tEach flow table specifies how to parse packets and 
handle them

tOpenFlow allows manager to set values in each 
flow table

tImportant note: flow table model closely matches 
classification hardware found in Ethernet 
switches
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Classification
tAlternative to packet demultiplexing
tExamines headers from multiple layers at the same 

time
tUses an array of pairs

(pattern, action)
tWhere

tPattern is a pattern that is matched against packets
tAction specifies steps to be taken if the match succeeds. 

Possible actions are for example to drop the packet, 
forward it through one or multiple ports and/or modify the 
packet headers
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Classification Hardware

t Hardware checks all patterns in parallel
t Result is extremely high speed classification
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TCAM
tAcronym for Ternary Content Addressable Memory 

(a special type of associative memory)
tHardware technology used for high-speed 

classification
tPattern is ternary because value for each bit can be 0, 

1, or x = “don’t care”
tTCAM matches all patterns at once, and performs the 

action on the first matching table entry
tA typically SDN switch have a couple of thousand 

TCAM registers.
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Example of IPv4 classification
t The challenge

t An ethernet frame arrives
t What is the minimum number of steps needed to determine whether 

the frame carries an IPv4 datagram destined for a web server?
t The answer

t Check whether the frame type field specifies IPv4 (0x0800)
t Check whether the IP protocol field specifies TCP (6)
t Check whether the TCP destination port specifies a web server (80)
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IPv6 classification
t Simplest case (only a base header)

t Frame type field specifies IPv6 (0x86DD)
t Next Header field specifies TCP (6)
t TCP destination port specifies a web server (80)

t Additional patterns needed for extension headers (fig. below)
t Example: base header plus two extension headers

t Frame type field specifies IPv6 (0x86DD)
t Three steps of Next Header eventually points to TCP (6)
t TCP destination port specifies a web server (80)
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Example items in an OpenFlow pattern
Field Meaning
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Example items in an OpenFlow pattern
(continued)

Field Meaning
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Examples of SDN functionality
tEnd-to-end layer 2 paths
tForwarding based on source as well as 

destination
tAll traffic from a specific MAC address sent 

along a specific path
tSegregation of traffic based on application type
tMultipath forwarding based on hash of 4-tuple 

(IP sender/destination and port sender/destination)
tTransport of nonstandard layer 3 protocols
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The SDN stack
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Examples of OpenFlow Hardware
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Examples of Open Controllers



Comparing SDN and MPLS
tBenefits of SDN routing

tCost reduction
tOverhead reduction
tPhysical vs. Virtual Networking Management
tReduced downtime
tCentral Networking Management Tool
tCentralized Control
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Comparing SDN and MPLS
tAdvantages of MPLS over SDN:

tOne Carrier circuit can support MPLS, Internet and 
SIP

tDomestic MPLS takes 30 days typically to install.
tCarriers provide next-gen firewall
tCarrier Managed Solutions such as Firewall, VOIP, 

etc.
tMPLS port pricing is practically the same as Internet 

port pricing
tMPLS supports many transport types including 

Ethernet, Broadband, DSL

42



Software-defined networking in 
a wide area network (SD-WAN)

t The main goal of SD-WAN (SDWAN) technology is to deliver a 
business-class, secure, and simple cloud-enabled WAN 
connection with as much open and software-based 
technology as possible. This can be used to deliver basic 
WAN connectivity, or it can be used for premium business 
services such as VPN, WAN optimization, and applications 
delivery control (ADC).

t It can replace traditional a WAN or an MPLS solution.
t It does not use the same technology as SDN, but share the 

idea of virtualization and flows. 
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SD-WAN Architecture

44Source: https://www.arubanetworks.com/faq/what-is-sd-wan/


