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SYMMETRIC-KEY DISTRIBUTION

Symmetric-key cryptography is more efficient than asymmetric-key
cryptography for enciphering large messages. Symmetric-key cryptography,
however, needs a shared secret key between two parties. The distribution of keys
Is another problem.
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Key-Distribution Center: KDC
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Session Keys

A KDC creates a secret key for each member. This secret key can be used
only between the member and the KDC, not between two members.

A session symmetric key between two parties is used only once
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A Simple Protocol Using a KDC
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Public Key Encryption or Asymmetric
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Asymmetric Encryption

Uses a pair of keys for encryption
—  Public key for encryption
—  Private key for decryption
Messages encoded using public key can only be decoded by the private key
—  Secret transmission of key for decryption is not required
—  Every entity can generate a key pair and release its public key
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Asymmetric Encryption

Two most popular algorithms are RSA and Diffie-Hellman (mainly for key
exchange)

— RSA

Developed by Ron Rivest, Adi Shamir, Len Adelman
Variable Key Size (512, 1024, or 2048 bits)

Most popular public key algorithm

— Diffie-Hellman
Exchange a secret key securely
Compute discrete logarithms
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RSA Key Generation

Two large distinct prime numbers p and g, chosen at random

« Block B of text has been encoded by some function g into an integer T such that
Tisanintegerand0<T<n

Calculate n=pqg

« Compute the Euler phi function. ¢(n) = (p—1)(g—1) because n is the product
of 2 primes.

* Choose an integer e such that 1 < e < ¢(n) and
gcd (Greatest common divisor) (e,@(n)) =1 (e and @(n) are co-prime)

« gcd(e,p(n)) =1 means that 1 is a linear combination of e and ¢(n):
Use Euclidean algorithm to find unique value for d and such that 1 < d < ¢(n)
d*e modop(n) =1
Or,d=¢e"1(mod @(n))
* Public key is pair of values (g,n).
* Private key is pair values (d,n)
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Example 1

Problem:
prime numbers p=3, q=11, e =7, plaintext T= 31
Find the key pair?

Calculate
n=pg=3x11=233

p(n) = (p—1)(q-1) =2x10=20
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Example 1 cont’d

Son=33,¢o(n)=20,e=7

and d<20
with 7 and 20 the (gcd(20, 7)).

d*e modop(n) =1

7*dmod 20=1
sod=3
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Encryption and Decryption

Plaintext: T <n
Cipher Text: C=T ¢ (mod n)

Cipher Text : C
Plaintext : T=C 9 (mod n)
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Example 1 Cont’d

Encrypt:
Plaintext: LetT=31<n
Cipher Text: C=T¢ (mod n) =31 7 (mod 33)

= 27512614111 mod 33
= 4
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Example 1 Cont’d

Decrypt:
Cipher Text: C =4
Plaintext : T=C 9 (mod n) =4 3 (mod 33)

=64 mod 33

=31

So the

Public key (encryption key)= (7, 33)
Private key (decryption key) = (3, 33)
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The Problem of Key Exchange

One of the main problems of symmetric key encryption!
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Diffie-Hellman Key Exchange

The protocol offers a solution
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Through a complex mathematics

In practice the shared encryption key relies on such complex concepts as
Modular Exponentiation, Primitive Roots and Discrete Logarithm Problems.
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Alice & Bob with Eve listening wish to make a secret
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Step 1 - Both publicly agree to a shared color
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Step 2 - Each picks a secret color
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Step 3 - Each adds their secret color to the shared

color %
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Step 4 - Each sends the other their new mixed
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Each combines the shared color from the other with

their own secret color
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Man-in-the-Middle (MITM) Attack
Concept

Ea ‘ Ec ‘
Alice ) Ec Charlie Eb Bob

E{a,b,c} = Alice’s, Bob’s, and Charlie’s public keys, respectively
Alice wants to send secure messages to Bob.

Charlie intercepts Alice’s messages.

Charlie talks to Alice and pretends to be Bob.

Charlie talks to Bob and pretends to be Alice.
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MITM Attack Concept

Alice uses the public key she thinks she received from Bob (Charlie’s)
Bob uses the key he thinks is Alice’s (also Charlie’s)

As a result, Charlie not only gains access to secure information but also can
modify it (e.g. transfer money to a different account etc.)
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Data Integrity and Source Authentication

«  Encryption does not protect data from modification by another party.
«  Why?
« Need a way to ensure that data arrives at destination in its original form as
sent by the sender and it is coming from an authenticated source.
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Authentication Basics

Authentication is the process of validating the identity of a user or the integrity of a
piece of data.

technologies that provide authentication
—  Message Encryption / Public Key Infrastructure
—  Message Authentication Codes and HASH (Message Digest)
—  Digital Signatures

There are two types of user authentication:
— Identity presented by a remote or application participating in a session
— Sender’s identity is presented along with a message.
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Hash Functions

« condenses arbitrary message to fixed size
« h=H(M)
 usually assume hash function is public

» hash used to detect changes to message

Linnaeus University



Hash Function

-

L bits

-

The hash value represents concisely the

Message or data block M (variable length) IL

longer message
— may called the message digest

Vs A message digest is as a " digital
fingerprint" of the original document

Hash value h condenses arbitrary message to fixed size
(fixed length) h = H(M)
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Hashing V.S. Encryption

Hello, world. NhbXBsZSBzZW50ZW5jZ
A sample sentence to — SBObyBzaG93IEVuY3J5c¢
show encryption. HRpb24KsZSBzZ

Hello, world. p NhbXBsZSBzZW50ZW5;Z
A sample sentence to PESSEEEES  SB0byBzaG93IEVuY3J5¢
show encryption. HRpb24KszZSBzZ

» Encryption is two way, and requires a key to encrypt/decrypt

This is a clear text that

without using the key. {—@ 17a21e17e061a863
The sentence is longer
than the text above.

— Hashing is one-way. There is no 'de-hashing’
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Motivation for Hash Algorithms

Intuition
— Limitation on non-cryptographic checksum
— \ery possible to construct a message that matches the checksum

Goal
— Design a code where the original message can not be inferred based on its
checksum
— such that an accidental or intentional change to the message will change the
hash value
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Hash Function Properties

Arbitrary-length message to fixed-length digest
Preimage resistant (One-way property)
Second preimage resistant (Weak collision resistant)

Collision resistant (Strong collision resistance)
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Properties : Fixed length

Hello, world
Fixed length L
This is a clear text that
can easily read without N s2021ci7c7034220
8 Y 17a21e17¢061a863

sentence is longer than
the text above.

> 661dceOda2bcb2d8
2884e0162acf8194

Arbitrary-length message to fixed-length digest

Linnaeus University



Hash Function are applied In

» Message Integrity Check (MIC)
» send hash of message (digest)
» MIC always encrypted, message optionally

» Message Authentication Code (MAC)
» send keyed hash of message
» MAC, message optionally encrypted

 Digital Signature (non-repudiation)
» Encrypt hash with private (signing) key
» \erify with public (verification) key
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Hash Functions & Message Authentication

Symmetric Key

Source A Append -+— Destination B—— =
o 4 ——————=Compare
B K, [M 1 H{ MDD . n
a) Message 1,@ o
encrypted (=)

M (), | M —H@—¢
b) Message §|_.C * s K Compre
unencrypted i—=(E / _..é_T

) = E(K, HiMY)

a) If both hash codes equal in the end, then authentication is performed,

as only A and B share the secret key and msg must have come from A i.e

has not been altered. Confidentiality is also there as msg was encrypted before

sending

b) Only hash code is encrypted not the whole msg (it takes less time) and B can identify

the sender. So only authentication, but no confidentiality as any one can read our
Msg.

Linnaeus University i



Hash Functions & Digital Signatures - PKPK
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Message Authentication Code

Uses a shared secret key to generate (known as a cryptographic checksum or
MAC) that is appended to the message

MAC = C(M)

It generate the small fixed size block of data from arbitrary length of input
msg

Assurances:
— Message has not been altered

— Message is from alleged sender

— Message sequence is unaltered (requires internal sequencing)
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Basic Uses of MAC
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Basic Uses of MAC

(a) A — B: M || CK(M)
*Provides authentication
Only A and B share K

(b) A B:Eg, [M || Ck, (M)
*Provides authentication

—Only A and B share K]
*Provides confidentiality

Only A and B share K2

(¢) A — B:Eg,[M]|| Ck, (Ek,[M])
*Provides authentication
Using K
*Provides confidentiality
—Using K2
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Keyed Hash Functions based on MAC

Symmetric Key

Keyed Hash
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Why/where Use MACs?
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Digital Signatures

have looked at message authentication
— but does not address issues of lack of trust

digital signatures provide the ability to:
— verify author, date & time of signature
— authenticate message contents
— be verified by third parties to resolve disputes

hence include authentication function with additional capabilities
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Digital Signature Model
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Certification Authority

« Certification authority generates the signature (using the sender’s private key

In the encryption process)
» This signature would be generated for the user public key and user identity

Certificate of MMario Rossi
Identity Information and
Public K ey of Ivarno FRoss=

IMName: Mario Rossi
Oganization: Wikimedia

Certificat e Authority
o i i Wk i werifies the identity of Maro Fossi Address: via ...
REIE ss:tls?.r; .E”_””E e and encrypts with it s Private Flew Country: [fnited .S'tal.’e-s

=
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! |
s try- United States I ‘:-”a.'lldlty: PR AT - 20 D i
S, | CP— I
- P— Ll Pmtemey |1
Public Key I of | I
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L. — i ]
I 1
| I
| I

Mame: Mario Rossi

IMario Ros si
. |

Digital Signature
ofthe Cert ificate Saith ority

Digitally Signed by
Certificate Authority
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Symmetric vs Asymmetric

« Speed: Where Symmetric Cryptography Beats Out Asymmetric
Cryptography

« Security: Where Asymmetric Cryptography Beats Out Symmetric
Cryptography
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