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[bookmark: __RefHeading___Toc2626_1504018277]1.	Introduction
This chapter should provide an overview of the entire document and a description of the scope of the system and its intended usage. For example, key points that relate to the design and architecture of the proposed system.
[bookmark: __RefHeading___Toc2628_1504018277]1.1	Purpose of the Software Design Document (SDD)
This section is intended to describe the purpose of the software design document and the target readership that it is meant for.
[bookmark: __RefHeading___Toc2630_1504018277]1.2	Scope
This section should present the products that are going to be produced from this document. It should also describe the benefits, objectives and goals that the system would provide. A brief explanation of what the system would do should be included as well.

[bookmark: __RefHeading___Toc2632_1504018277]2.	System Overview
This section describes the principles and strategies to be used as guidelines when designing and implementing the system.
[bookmark: __RefHeading___Toc2634_1504018277]2.1	General Overview
Briefly introduce the system context and the basic design approach or organization. Provide a brief overview of the system and software architectures and the design goals. The high-level context diagram(s) for the system could be included.
[bookmark: __RefHeading___Toc2636_1504018277]2.2	Assumptions
Describe any assumptions or dependencies regarding the system, software and its use. These may concern such issues as: related software or hardware, operating systems, etc.
[bookmark: __RefHeading___Toc2638_1504018277]2.3	Constraints
Describe any global limitations or constraints that have a significant impact on the design of the system’s hardware, software and/or communications, and describe the associated impact, for instance, standards compliance, licensing requirements, security requirements, etc.
[bookmark: __RefHeading___Toc2640_1504018277]2.4	Risks
Describe any risks associated with the system design and proposed mitigation strategies. For instance, what types of risks would be mitigated?
[bookmark: __RefHeading___Toc2642_1504018277]3.	System Design
This chapter should present to the software developers the mechanisms that should be implemented. 
[bookmark: __RefHeading___Toc2644_1504018277]3.1	Software Design
Describe all software that is needed to support the system, the hardware component for which each software component is targeted, and specify the physical location of all software systems, such as compilers, utilities, operating systems, communications software, etc.
Define architecture of the proposed system. Include data flow diagrams.
If you have several subsystems that make up the proposed system, then you need to provide a detailed design for each subsystem.
When describing a design decision, discuss any other significant alternatives that were considered, and the reasons for rejecting them.
[bookmark: __RefHeading___Toc2646_1504018277]3.2	Security Software Design
Describe the software components and configuration supporting the security and privacy of the system. For instance, specify authentication to validate user identity before allowing access to the system [2], authorization of users for logging into the system, which encryption protocol is going to be supported? etc. 
[bookmark: __RefHeading___Toc2648_1504018277]4.	Use Case Scenarios
This chapter should provide examples that show the operation of the system. For instance, provide step-by-step descriptions of how the proposed system should operate and interact with its users and its external interfaces under a given set of circumstance.
[bookmark: __RefHeading___Toc2772_1504018277]References
Sometimes, you may need to use references to support what you are explaining. We expect you to use the example style for your references which is described in the lab template. For example, you state that:
nmap is a popular tool used by network administrators for security auditing [1].
Your bibliography at the end of the report will subsequently contain a list with your used references. Again, to give an example, the source for the above sentence marked with [1] is written as:
1. Gordon Lyon, “Nmap Security Scanner”, [2012-08-08], url:[nmap.org].
2. Avoiding the Top 10 Security Design Flaws, https://ieeecs-media.computer.org/media/technical-activities/CYBSI/docs/Top-10-Flaws.pdf
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