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Assignment 3

LNU student Shop - A Vulnerable .. 08
L Web Application
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Tools and Requirements
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You will be working in pairs - you choose your own bartner
VPN for working remotely

e Firefox + Web Developer Tools, or any other capable browser
e Basic JavaScript and HTML knowledge, REST
e \Web app security scanners => OWASP ZAP

e Password cracking tools => John the Ripper



LNU Student Shop
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o A platform of security challenges PRSI
o A web application, deliberately vulnerable
e 13 tasks, 1 theoretical about XSS
e You can add 3 extra, of your choosing
o Either as replacement or bonus

e An abundance of information on the net



LNU Student Shop
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o Served on LNU’s CScloud REOAEEALRLY. o 1
e VPN for working remotely
e You will receive a personal URL k'
e Progress is saved in cookies, so do not delete
them
o Or do delete them if you would like to start
over

e Progress is also checked by us
o For each challenge: How can it be prevented?



OWASP
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o A foundation focusing on web applicati(')'n"'s'ecurlty """

o Efforts towards frameworks, standards and
best-practices .

o Software and web application domain

o OWASP Top 10 => vulnerability categories

o Match your challenges, mention the year



Online Fingerprint
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. Too much information is available =~
e [wo combinations:
o Moscow, Russia & %
o Windows XP, AOL v.9



Online Fingerprint

Canvas Fingerprinting
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o Many different tricks for fingerprinting RIRRRY e
e How does your browser handle it?
e How does Tor Browser handle it? s



Useful Links
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mybrowserinfo.com/details.asp REUUMERARRIl. A
Firefox Development Tools

Safari Web Development Tools .
John The Ripper

OWASP Top 10(2013)

OWASP Top 10(2017)

VPN



https://mybrowserinfo.com/detail.asp?bhcp=1
https://developer.mozilla.org/en-US/docs/Tools
https://developer.apple.com/safari/tools/
https://www.openwall.com/john/
https://owasp.org/www-pdf-archive/OWASP_Top_10_-_2013.pdf
https://owasp.org/www-project-top-ten/2017/
https://serviceportalen.lnu.se/en-us/article/1448381

Gentle
reminder!

Tough time never lasts, only tough people
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https://www.youtube.com/watch?v=1puR8jGK03A
https://www.youtube.com/watch?v=1puR8jGK03A

