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Anonymity ,¢,§§;ffﬁ. .............

",-'., e : I Kristoffer Bjérklund and Nikolaos Papadopoulos e .:-..';':3:'

kb222wa@student.Inu.se & np222fc@student.Inu.se



mailto:kb222wa@student.lnu.se
mailto:np222fc@student.lnu.se

Tools and Requirements

e A capable mail client: Thunderbird

e Supporting applications to work with certificates: OpenSSL
e PGP/GPG apps, additional add-ons.. Figure out what you need!

e Two classmates for correspondence. ’q
e GNU/Linux system

e 9O PAGE LIMIT INCLUDING REFERENCES



Pretty Good Privacy / ST e
GNU Privacy Guard RSN
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e Created by Phil Zimmerman e e
e OpenGPG standard » You can read more in RFC 4880

e GNU Privacy Guard as an alternative «
e Requires installation of additional software a‘

e KGpg - GUIif someone want to use it



GPG
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e You will work with different key-servers B
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e Oldvs New generation

e When sending email to your instructors, make sure both will receive the »
content ’q
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Secure/Multipurpose Interné'i::j:{.-f.f-f.".f-'.f‘.'..'. > '.'. .

Mail Extensions EOUMPPRRRRIPORI

e Defined by the Internet Engineering Task Force(IETF)
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e You will need software for encrypting emails



Useful Links

o GnuUPG

e Mozilla Thunderbird

e Enigmail &
e A key-server a‘

e Another key-server



https://www.gnupg.org/
https://www.thunderbird.net/sv-SE/
https://www.enigmail.net/index.php/en/
https://pgp.key-server.io/
https://keys.openpgp.org/
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