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Company Restricted

WHOAMI

 Michael Johansson

 29 years old

 In the security 6ish år

 Studied 3 years at LNU (Network security 2015-2018)

 Any IT/Security questions, contact me @

 Michael.johansson@combitech.se

 +46734 37 61 69

mailto:Michael.johansson@combitech.se


WHAT ARE COMBITECH

Combitech

 Located in different locations around Sweden

 1800 ish employees

 IT security/Penetration testing/Incident Response/Secure code

 Incident Response for the whole SAAB, Austrailia, India, Brasil etc

 Incident Response for Private/public sector as well.

 Almost never any civil cases. 

Saab
50 000 incidents a day (World wide)

100ish need active investigation

1ish major incident a day



Tools

 Disc duplicators

 Write blockers

 Adapters

 Cameras

Requirements

 Disk drives 

 Cables

 USB storage devices

COMPUTER FORENSICS



Disc Duplicators

 How it works

 Clones entire devices to various formats

 E01 and Ex1 files (compressed images)

 Exact copy 

 …

COMPUTER FORENSICS - DUPLICATOR



Disc Duplicators

 How it works

 One side is write blocked (EVIDENCE 
SIDE)

 One side is writable
(CLONE SIDE)

 Read/Write different media

 Hard drives

 USB

 Network

COMPUTER FORENSICS - DUPLICATOR



Write blockers

Fast browsing of media

 How it works

 One side is write blocked (EVIDENCE 
SIDE)

 One side is accessed from computer

 Many different blockers

 SATA

 USB

 Fire wire

 IDE

 SCSI

 …

COMPUTER FORENSICS – WRITE BLOCKERS



Why Live Forensics

 Detect disk encryption

 Identify running processes

 Identify active communications

 Extract volatile data

 Extract from running system

 FTK Imager

 Mac – time capsule?

 Linux – dd (disk duplicate)

 …

COMPUTER FORENSICS – LIVE FORENSICS



Evidence

 Communications

 Web history

 Files and documents

 Passwords

 Malware

 …

COMPUTER FORENSICS - EVIDENCE



Unlock and retrieve

 How it works

 Can use exploits to unlock

 Retrieves data from all* devices

 Different devices

 Cables & adapters

 How-to checklist

 Analysis program is free

 Extraction tool is licensed

MOBILE FORENSICS - XRY



What we find

 Contacts

 GEO Data

 Photos

 Tracking software

 GPS

 Communications

 Web history

 …

MOBILE FORENSICS - XRY



We use primarily 

 FTK

 XRY

 Great for education

 Autopsy Forensic suite

FORENSIC ANALYSIS - PROGRAMS



How they work

 Index files

 Extract useful data

 Find deleted 

 Identify file type

 View all* files

 Build time lines

 Tag Evidence

 Create report from Evidence

FORENSIC ANALYSIS - PROGRAMS



 Bank

 Supply chain

 Black mail

 Loss of personal data 

 Fired

 Black listed from financial jobs

SCENARIO 1 (NORWAY)



 Industry

 Spionage

 Multi miljon dollar loss in RnD.

 Security issue

 Never caught

 Insider? 

 APT?

SCENARIO 2 (BRAZIL)



 Industry

 Insider

 Consultant

 Not from sweden

 Caught with USBs containing malware

 No indication of compromise

SCENARIO 3 (SWEDEN)



Questions?
Else let’s touch some hardware!

QUESTIONS



Michael.Johansson@combitech.se

+46 734 27 61 69

mailto:Michael.Johansson@combitech.se

