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Company Restricted

WHOAMI

= Michael Johansson

= 29 years old
= |n the security 6ish ar

= Studied 3 years at LNU (Network security 2015-2018)

IT’S DANGERDOUS TO GO
ALONE! TAKE THIS.

= Any IT/Security questions, contact me @
= Michael.johansson@combitech.se

= +46734 37 61 69
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WHAT ARE comalrgéué’? =

Combitech

Saab

50 000 incidents a day (World wide)
100ish need active investigation

IT security/Penetration testing/Incident Response/Secure code lTish major incident a day

= Located in different locations around Sweden

1800 ish employees

Incident Response for the whole SAAB, Austrailia, India, Brasil etc

Incident Response for Private /public sector as well.

= Almost never any civil cases.
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COMPUTER FORENSICS——
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Tools

= Disc duplicators
= Write blockers
= Adapters

= Cameras

Requirements
= Disk drives

= Cables

= USB storage devices
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Disc Duplicators
= How it works

= Clones entire devices to various formats
= EO1 and Ex]1 files (compressed images)

= Exact copy
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Disc Duplicators
= How it works

= One side is write blocked (EVIDENCE
SIDE)

= One side is writable
(CLONE SIDE)

= Read/Write different media
* Hard drives
= USB

= Network
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COMPUTER FORENSICS.

Write blockers
Fast browsing of media
= How it works

= One side is write blocked (EVIDENCE
SIDE)

= One side is accessed from computer
= Many different blockers

= SATA

= USB

= Fire wire

= IDE

= SCSI

—
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COMPUTER FORENSIC
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ORENSICS'

Why Live Forensics

= Detect disk encryption

Identify running processes

Identify active communications

Extract volatile data

Extract from running system
= FTK Imager
= Mac — time capsule?

= Linux — dd (disk duplicate)

LN ]
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2013-03-10
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:0
.0.0.0:0
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0.0.0.0:0
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1330
74.125.225.252:80
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-:80
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LISTENING
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LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
CLOSED
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System

Lsass.exe
Lsass.exe
lsass.exe
svchost.exe
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svchost.exe
services.exe
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Evidence

= Communications

= Web history

" Files and documents
= Passwords

= Malware
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MOBILE FORENSICS -
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Unlock and retrieve

SELECT EXTRACTION TYPE
n H Huawei NEM-L21 Honor 5C
How It works D Cable A with black tip T-100
= Can use exploits to unlock [
Physical
= Retrieves data from all* devices %

= Different devices

u cubles & Udﬂpters % XRY Wizard Screenshot

Select M E
< Back )

= How-to checklist @ | —

|| Sony Ericsson C510 Sony Eriks

= Analysis program is free | i

= Extraction tool is licensed st
| [0 | =
. d =L 1
mm: ——— S New Python AP for those who use Python scripts
s Back Please select type of examination or close the file gg:?
when finished. SMS

= \ CCMBITECH

Decoding not supported.

(Dum +Decode)

| MME
LN y l E-m
;4 aR W e : | Calenaar X NOU Supportea
Lo d Tasks X Not Supported
000 - / }' Notes X Not Supported
|

| Log ‘ ;Next>"

Log 1 Next ﬂ |




What we find

LOCARONRSYBOOMARSS

V. Image : 1Conder PGNAD... ot
. Image : 1Condcoe PGN4_. ¢

= Contacts

= GEO Data

V. Caregories [1)

= Photos o =

= Tracking software

= GPS = s 1A

22 141 40 Muddnge '. // .";,-,;
Related Application  Google Mags '
N S (gegm B |

= Communications &
= Web history T
. LN ) mo‘ : - |
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FORENSIC ANALYSIS = PROGRAMS

We use primarily
. x RY AccessDara ‘ rrrera—r——

ik B

S Moo 0050 30 00 00 00 fa';;“ﬂ,u_»_n,unﬂlrflfﬂl{l_n TR [ f.",vuﬂ]"ﬂ”vn(u i
= Great for education FORENSIC TGGLEIT
FTK Install

)

= Avtopsy Forensic suite

Autopsy”®

OPEN | EXTENSIBLE | FAST
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How they work

Index files

Extract useful data
Find deleted
Identify file type
View all” files
Build time lines
Tag Evidence

Create report from Evidence

@. AccessData Forensic Toolkit Yersion: 3.1.2.2359 Database: localhost Case: iPhone -8 x|

File Edt Yiew Evidence Fiter Tools Help
¥ Filker: - unfilkered - i Filter Manager... \@\@
Explare” Overview [Emall ['Graphlcs [Bonkmarks ’lee Search |Index Search ]anatlle | 4>
Case Overview | ERCR e Content
12| mda (165165 ) 2 Ratural
méaf (1/1) =l o
() min (325 325) = — | &
[a) mar(1y1) Alls
B mav(3/3) Key value Type Value =
L mbdb{1f1) Property list Array (5 values) gi
[ mbdx(1/1) 3
) mov(5/5) o7 Dictionary (7 values) =
)| mp3 (1,879 [ 1,879) Created Number 286960609.91148299 &
pdf(1/1) 3 » =
Domain  Strin .google.co.
| peisyi{1/1) - 9 9909 P
Cpem(1{1) Expires Date (GMT) 2010-08-06T07:16:492
L) pfeviz(141) HttpOnly String TRUE
& plist (176 {176)
M| png (343 343) Name String NID
|| processing (1/1) Path String /
0js (111
] ::I: (151(“/) ) Value String 31=NVAgQILBWzotw-611TZ2bBuHIrTIE1GNgbo82599ugKC3E73xSBU4Y QzPwICGMGhTkZmnOB8ANN4Qy2BxBIF aVfugl2e-6xgjylQc-fgiMBvdh2laslcBEr9Y8491IHk L]
| restored(1/1) {17 Dictionary (6 values) —
| |route(1/1)
@ nf(171) Created Number 296272239.02790397
| sidb(1f1) Domain | String .google.co.jp
L)sdv(1i1) Expires  Date (GMT) 2012-05-22T01:50:39Z
aosal(9/9)
<) sqlite (8/8) Name String PREF
|| salite3(4/4) Path String /
sqlitedb ( 4/ 4
m starmgs ((2 IJZ )) Yalue String 1D=83f362033d660c00: U=8b3b12bbaf8aBe97: TM=1265267809: LM=1274579439: S=rTNSDMz0qKyX2KIH
L thm{12/12) 27 Dictionary (6 values)
k(1]
=l Created Number 297720449.34609598
[ version(2/2)
&) wav (18/18) b Domain  String .newtonjapan.com o
|| webarchive {(1/1) Fromivas | Padn £754T)  AAYA AZ ATTAAAT.ANT hd e
L Wf;”:i’;(ll"ll‘{ | | Fie Content | Properties | Hex Interpreter
L | # 84 & @ [ Normal . Display Time Zone: Eastern Daylight Time (From local machine) p
[« name [ Label Ttem# | Ext [ Path [ Category [ P-size L-Size MDS SHAL SHAZS6 | Created Accessed Modified -
O] cookies.plist 4675 plist [test.ad1/Backup Servicefvar ESE15E-ESF7-4AB 5-64F4ECSF24EALibrary/Co... Propert... nfa 11.66KB F351A.. S5ABBO... 4DC98... 9/12/20109:16... 9/12/20109:16... 9/12/20109:16
O cCookies.plist 4767 plist Jtest.ad1Backup Servicefvar{mobile{Applications/B4104CFF-6D11-4F42-8322-BCCC7S81DBCA Lbrary/C...  Propert... nfa 8486 7D429... 9COD4.. D429A.. 9{12/20109:16... 9/12{20109:16... 9{12/2010 9:16
O Cookies.plist 4851 plist Jtest.ad1/Backup Servicefvar/mobilefApplications/BA90IBEA-FA3D-4376-AB5SD-6E2AFS48BFB7 Library/C...  Propert... njfa 3046 B 30A53... 48200... 2B1670... 9f12/20109:16... 9/12/20109:16... 9{12/20109:16
O cCookies.plist 4880 plist Jtest.ad1/Backup Service/var/mobilefApplications/CS42CF3E-210E-40A1-B87C-C68A1BB8222D Library/C... Propert... nfa 9.96 KB SF2C1... (C88FA.. 599A4.. 9/12/20109:16... 9/12/20109:16... 9/12/2010 9:16
O cCookies.plist 4888 plist Jtest.ad1{Backup Servicejvar{mobile{Applications/CFEG0GEF-49FB-4BFA-B137-A6260ES73DF8/Library/C...  Propert... nfa 1928 C4BOD... 7C7BE... 1BCFS.. 9/12/20109:16... 9/12/2010 9:16... 9/12/20109:16
O Cookies.plist 4895 plist Jftest.ad1/Backup ServicefvarjmobilefApplications/D38AFC1C-8FDD-4B1E-83F5-DSA4FOEOG7E4/Library/C... Propert... nfa 5366 915152... CB&S0... 9A193... 9/12/20109:16... 9/12/20109:16... 9{12/20109:16
[O.] cookies.plist 4915 plist Jtest.ad1 /Backup Servicefvar/mobile/Applications/DCBOZAE2- 1EEE-45FD-AOD6-FBFD795B60F 1 Library/C...  Propert... nfa 21338 8DSGA.. GIE14B... C4EOF... 9/12/20109:16... 9/12/20109:16... 9/12/20109:16
O cCookies.plist 4956 plist fest.ad1/Backup Service/var/mobi 76E34-5296-4 191-6FBB1AD2ACOF(Library/C...  Propert... nfa 14948 S9AS7.. 1S6517.. C9ESE. 9/12/20109:16... 9/12/20109:16... 9/12{20109:16
O Cookies.plist 4989 plist Jtest.ad1/Backup Servicefvarjmobile/Library/Cookies/Cookies.plist Propert... nfa 79.30KB  83C23... DB8B33... 527346... 9/12/20109:16... 9/12/20109:16... 9{12{2010 9:16_J
O customLabels.plist 3526 plist Jtest.ad1/AFC Service/Recordings/CustomLabels.plist Propert... nja 1818 2DE6A... BCEFE.. 97704.. 9{12{20109:18... 9/12/20109:18... 9/12/2010 %:18
O customLabels.plist 5263 plist Jtest.ad1/Backup Servicejvar{mobile{MediajRecordings{CustomLabels. plist Propert... nfa 1818 2DEGA... BCEFE.. 97704.. 9/12/20109:16... 9/12/2010 9:16... 9/12/20109:16
[O.] EasPolicies.plist 4979 plist Jtest.ad1 /Backup Servicefv: ilefLibrary/Configurati icies. plist Propert... nja 5138 3572F5... 26C47.. B86DD7... 0/12/20109:16... 9/12/2010 9:16... 9/12/20109:16
0. EffectiveUserSettings. plist 4984 plist Jtest.ad1/Backup Servicefvar/mobilefLibrary/C ofilesfPublicnfo/Effectiveliser .plist Propert... nja 28338 C1883... 39CD8.. E2E832.. 9/12/20109:16... 9/12/20109:16... 9/12/20109:16 &
d |
Loaded: 176 [Fitered: 176 [Total: 176 [ Highiighted: 1 [ Checked: 0
ftest.ad1/Backup Service/var/mobilefApplications/DCBO2AE2- 1 EEB-45FD-ADD6-FBFD795B60F 1 Library/Cookies/Cookies. plist
Ready Overview Tab Filter: [None]
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SCENARIO 1-(NORWAY}=

= Bank
= Supply chain
= Black mail
= Loss of personal data
* Fired

= Black listed from financial jobs
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SCENARIO 2 (BRAZIL)

o
@
o,

" Industry
= Spionage
= Multi miljon dollar loss in RnD.
= Security issue
= Never caught
* Insider?

= APT?
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SCENARIO 3 (SWEDEN)==

" Industry
" Insider
= Consultant
= Not from sweden
= Caught with USBs containing malware

= No indication of compromise
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QUESTIONS

Questions?

Else let’s touch some hardware!
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| +46 73427 61 69
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